Temperature sensors are extensively used in real-time monitoring and control of critical processes, such as maintaining thermal stability in incubators that treat low birth weight or sick newborns, or monitoring critical biological and chemical reactions. Therefore, compromising the data reliability of temperature sensors can lead to significant risks to safetycritical automated systems. In this paper, we show how an adversary can remotely spoof and maliciously control the measured temperature of infant incubators, which could lead to hyperthermia or hypothermia in newborns. The attack exploits the rectification effect of operational and differential amplifiers to generate controlled sensor outputs, tricking the internal control loop to heat up or cool down the cabin temperature without being detected by the automatic alarm system. We show how this attack is not limited to incubators, but affect several other critical and non-critical cyberphysical systems employing different temperature sensors, such as thermistors, RTDs, and thermocouples. Our results demonstrate how conventional shielding, filtering, and sensor redundancy techniques are not sufficient to eliminate the threat. So, we propose and implement a new anomaly detector for temperature-based critical applications to ensure the integrity of the temperature data.
: An illustration of the general signal conditioning path of a temperature sensor. Our attack can bypass conventional noise filtering generating a controllable DC offset at the ADC input.
Foo Kune et al. [32] utilized radio frequency injection to induce amplifiers and ADCs to act as demodulators to recover voice in a microphone, Trippel et al. [50] exploited the aliasing effect to control the digital measurement of MEMS accelerometers using modulated sound waves. Yan et al. [57] intentionally saturate mid-range radar sensors by injecting strong interference signals.
We bridge the gap of sensor security research by explaining how to affect the DC voltage outputted by temperature sensors, exploiting the internal circuit components of operational and differential amplifiers, to generate a controlled rectification effect in the signal conditioning path (Fig. 1) . The rectification effect is the conversion of a high-frequency AC signals to DC signals as the result of the nonlinear behavior of amplifiers internal diodes and transistors [5] .
It is challenging to measure and analyze the rectification effect in circuits caused by EMI injection since the path and strength of induced EMI signals cannot be accurately predicted. To understand the rectification effect, we build a typical temperature sensing circuit and conduct EMI injection experiments -both direct power injection (DPI) and remote radiation -on the circuit. Our experimental results show how, by injecting EMI signals with specific frequencies and power levels, a stable DC offset can be induced and manipulated to control the temperature signal. We demonstrate how the rectification effect can be induced into different points of the signal amplification stage, including the input, the power and the ground lines connected to the amplification circuits.
We demonstrate how to control the output of off-the-shelf temperature sensors such as thermocouples, resistance temperature detectors (RTDs), and thermistors. Furthermore, we show the effect of our attacks on safety-critical systems such as infant incubators. For newborns, maintaining a constant abdominal skin temperature between 36.0 • C and 36.5 • C provides a Neutral Thermal Environment (NTE), eliminating the risks of cold stress or severe hyperthermia [9, 13] . Our results show that an adversary can spoof the temperature sensors of an incubator, causing the automatic close loop control to heat-up or cool-down the cabin to unsafe temperatures. For instance, an adversary can increase the measured skin temperature of an infant incubator by 3.4 • C or decrease it by 4.5 • C when the attack is launched from an adjacent room through a 15 cm thick wall without triggering the automatic alarm system 1 .
Manufacturers usually adopt certain levels of shielding or filtering in the design to mitigate external noise and interference. However, these countermeasures are ineffective for our modulated EMI attack [5] . To identify the rectification effect, and mitigating the potential attack consequences, we discuss the limitation of common hardware and software defenses, and we propose and implement a novel anomaly detector based on the superheterodyne technique.
In summary, we list our main contributions as follows:
• Characterization of the rectification effect in amplifiers from a security prospective. We perform the first security study on temperature-based cyber-physical systems. We show how internal non-linearities on amplifiers used temperature sensors can be exploited to manipulate the output readings. We describe the physical theory behind the rectification effect, discovering the missing link between the temperature misreadings and electromagnetic theory.
• Injection attacks on temperature sensor systems.
Our work improves upon existing work on EMI injection attacks to examine the efficacy of EMI attacks on temperature sensors systems. We test various modulated EMI remote injection attacks in out-of-the-shelf thermocouples, RTDs, and thermistors, monitoring temperature and voltage variations. Then, we evaluate the attack capability on real-world critical and non-critical temperature sensing and control systems. Based on the insights, we extract the fundamental threats of the attack at the system level.
• Defensive strategies to mitigate the rectification effect. By describing and discussing the limitations of both hardware and software defense methods currently implemented by manufacturers, we define defensive design methods to make temperature-based critical system more resilient to malicious injection attacks. 1 An anonymized demo video of the heating attack effect is available at https://youtu.be/8Bjvlbu4aJM.
Background
Noise Rejection and EMI-based Attacks Noise rejection in analog sensor systems is a major challenge for device manufactures. Undesired interference signals can appear at various stages of the signal conditioning path ( Fig. 1 ) due to capacitive, inductive, or radiative coupling. Depending on the conduction mode of the interference, differential-mode (or normal-mode) noise can appear across the lines of an electric circuit following the same direction as the power supply current. In contrast, in common-mode noise, current flows in the same direction along different lines with the same voltage with reference to the earth [25] . External RFI/EMI noise sources can induce both common-mode and differential-mode noise, therefore sensor designers usually install suppression filters on the circuitry lines more susceptible to noise, such as the input terminals of the amplification stage. Modulated EMI attacks usually target systems lacking noise suppression circuits, tuning the interference transmitter to a carrier frequency equal to the resonant frequency of the target circuit component to maximize the induced voltage. By varying the amplitude of the transmitting signal, the adversary is able to inject signals that can be used to exploit different physical phenomenons within the signal conditioning path, such as intermodulation distortion or aliasing effects [32, 50] .
Rectification Effect in Amplifiers
The rectification effect is a well-known phenomenon in operational and instrumentation amplifiers (op-amps and in-amps). The origin of this phenomenon is due to non-linearities of internal amplifier components: Fiori et al. [22, 23] investigated the output voltage offset caused by transistors in differential pairs and opamps. Wu et al. [56] measured the rectification behavior of popular in-amps in both common and single-ended EMI noise injection modes. They showed that a DC offset is caused by the nonlinear behavior in the internal diodes inside in-amps. High frequency common-mode noise sources can induce this rectification phenomenon leading in an unwanted DC component on the amplifier output signal [5] . In particular, the effect is directly proportional to the square of the interfering signal's amplitude, regardless of the amplifier type. In the case of bipolar junction transistor (BJT) based amplifier, the rectified DC current change would be ∆I = ( V emi V T ) 2 · I C 4 , where V emi is the amplitude of injected EMI signal, I C is the quiescent collector current of the transistor, V T is a constant equal to 25.68 mV at 25 • C for BJT based amplifiers [5] . Assuming that the resistance of the receiving circuitry is R r , the power of the injected EMI is P r , we have V emi = √ P r R r . Therefore, we can represent the induced DC offset as
In our work we conduct specific modulated EMI attacks in order to maximize the rectification effect to produce false readings in temperature sensors. 
Threat Model
This work describe how affect temperature sensors measurement by inducing a DC voltage in the signal conditioning path using EMI, allowing arbitrary false data injection against analog and digital systems, bypassing filters and common defenses.
Knowledge of the System. We assume that an attacker has previous knowledge of the system, including the temperature sensors used (negative temperature coefficient [NTC] thermistors, Thermocouples, etc.) and the signal conditioning circuit (e.g., type of amplifier). We can assume that an attacker might have access to similar systems to estimate the attack effects (white box approach). Otherwise (black box approach), an attacker may need to have feedback from the system data to receive real-time information of the attack effect (e.g., temperature data, lights that reveal heating/cooling operations in case of a closed-loop system).
Attacker Goal. The goal of the attacker is to manipulate the reading of temperature sensors in order to maliciously control the behaviour of a target system. Depending on the application domain, an attacker may have different motivations for compromising the system, ranging from decreasing the instrumentation precision to a complete disruption of the system.
Attacker Capability. The attacker can mount the attack equipment several meters away, even from adjacent rooms using specialized equipment, such as a power supply, RF amplifier, a directional antenna, and a signal generator.
Analysis of EMI in Circuits
We construct a typical temperature sensing circuit to study the effects of intentional EMI injection. We analyze the properties of EMI attacks on our circuit by conducting both direct power injection and electromagnetic radiation experiments on it. The experimental circuitry consists of an NTC thermistor and an op-amp on a prototype PCB board, as shown in 2. A 10-kilohm NTC thermistor is wired in a bridge circuit. The differential voltage is collected by a Texas Instruments (TI) LM1458 op-amp. By measuring the output voltage of the amplifier and the temperature-dependent resistance of the thermistor, the corresponding temperature can be calculated. A bypass capacitor (220 pF) connects the input differential pairs. We choose the circuit elements based on temperature sensing circuits used in infant incubators [1, 2] . During the experiments, the +5V and ±12V power lines were provided by an Agilent E3630A triple output power supply.
Analysis of Attack Frequency
To achieve adversarial control over the sensor output -instead of general disruption of the sensing system -adversaries would first need to find the specific attack frequencies that induce significant DC offset in the victim circuitry.
Direct Power Injection (DPI) Experiments. In DPI, EMI signals are injected directly into desired injection points on the circuit. In this way, we can avoid interference from unintentional EMI radiation on other parts of the circuits and ensure that the DC offset we measure is caused by our injected signal. We can also control the power of the injected EMI more accurately with DPI. We use an Agilent N5172B vector signal generator as the EMI signal source. During the experiments, we connect the RF output of the generator to each of the signal injection points on the circuit, as illustrated in Fig. 2 . A capacitor (10 nF) is used to decouple the DC signal in the experimental circuitry from the signal injection circuitry. We monitor the output of the amplifier with an Agilent MSOX4054A oscilloscope.
The power of the injected EMI signals is kept at 15 dBm (equivalent to 32 mW). For each injection point, we inject single-frequency AC signals swept from 10 MHz to 1.5 GHz at a step of 10 MHz, and record the corresponding DC offset, as shown in Fig. 3 . We also record the peak-to-peak voltage of the output of the amplifier in Fig. 4 . Figure 4 : The peak-to-peak voltage of the amplifier output during DPI experiments. As the frequency increases, the magnitude of the AC signal tends to decrease and approaches the noise floor.
Observations and Analysis. From Fig. 3 and 4, we can observe that EMI signals injection in certain frequencies induce a large DC offset but with a relatively small AC peak-to-peak voltage in the output of the amplifier. These frequencies can be used in EMI attacks to gain adversarial control over the amplified signal. Based on the frequency of EMI, the induced DC offset varies and could be either positive or negative. As a result, adversaries can select specific frequencies to increase or decrease the temperature measurement maliciously.
Additionally, we validate that the DC offset can be induced by EMI signals injected through different points of the circuits. The power and ground lines can also be exploited to induce the DC offset when connected to the input circuitry of the amplifier. EMI signals injected through the power supply of the amplifier can result in a DC offset as well. In realworld attacks, possible injection points for malicious EMI signals can be either the sensor wire or relatively long PCB traces, such as the power or ground lines connected to the analog circuits.
Power Analysis
To gain effective control over the sensor signal, the attacker need to control the amount of the induced DC offset to control the temperature variation. In this subsection, we investigate the relationship between the amount of the induced DC offset and the power of EMI through analysis and EMI injection experiments.
Theoretically, the amount of the induced DC offset is proportional to the power of the injected EMI [5] . To validate the effectiveness of the analysis, we conduct DPI experiments on the experimental circuitry, injecting EMI signals to each of the injection points and selecting the EMI frequencies corresponding to peaks and troughs in Fig. 3 to induce the DC offset. As shown in Fig. 5 , when we inject EMI signals directly into the circuitry, the power of transmitting EMI is positively related to the amount of the induced DC offset. The relationship can be considered as locally proportional but could present a changing rate that slightly decreases as the power of EMI grows.
In remote EMI injection attacks with a transmitting power (P t ), and the power of remotely injected EMI (P r ) can be represented as:
G t and G r are the gains of the transmitting and receiving antennas respectively. Note that the victim circuit works as a receiving antenna. λ is the wavelength of EMI signals. D is the attack distance between the adversary's antenna and the victim circuit. G t depends on the type of antenna that is used by the attacker. When G t is certain, the received power P r is proportional to 1 D 2 , G r , and P t . The receiver could be leads of the sensor probe or relatively long PCB trances in the analog circuits, and the gain of the receiving antenna can be described as G r = 4πA e λ 2 , A e is the effective area of the antenna. Usually, a longer sensor wire or a larger size of analog circuits on the PCB board could indicate larger A e and receiving gain.
Given a specific victim circuitry, EMI signals at a specific frequency, and a certain attack distance, from Equations 1 and 2, we can infer that the induced DC offset is proportional to the power of transmitting EMI. We conduct remote EMI injection experiments to validate the relationship between the power of the transmitted EMI and the amount of the induced offset. During the experiments, we shield the PCB with a metal box to mitigate interference. We also shield the probe of the oscilloscope with aluminum shielding sleeves. We aim EMI signals to the NTC sensor probe with a directional antenna from 0.2 m away. As shown in Fig. 6 , the relationship between P t and ∆V DC can be considered as locally proportional but presents a changing rate that decreases as P t grows.
Analysis Limitations. The above analysis is not aimed to calculate the DC offset accurately. Its goal is to identify and estimate the relationship between the induced DC offset and the power of EMI. Some NTC thermistor based applications could also adopt a simple wiring such as a voltage divider. The voltage corresponding to the temperature could be sampled by the ADC directly without being amplified. In such scenarios, our attacks are not likely to succeed.
Evaluations on Out-of-the-shelf Temperature Sensors
In this section, we evaluate the effects of EMI injection attacks on thermocouples and RTDs, using off-the-shelf amplifier breakout boards. Our experiments aim to show how an adversary can gain information about the sensor's vulnerable frequency ranges and gain control of the temperature output signal.
Thermocouples
At 25 • C a K-type thermocouple has a Seebeck Coefficient around 41µV/ • C. This small voltage signal requires a high amplification phase before the analog-to-digital conversion [20] . Furthermore, the thermocouple leads can easily pick up environmental noise that can appear on both wires, overwhelming the thermocouple signals. For this reason, the signal conditioning circuit of a thermocouple sensor is usually more complex compared to other temperature sensors [20] .
In this subsection we study the rectification effect of a remote EMI injection attack on shielded and unshielded (exposed) K-type thermocouples, in open-air, on two different amplifiers.
Experimental Setup. We perform our injection attack using a directional antenna connected to a USRP Ettus N210 and a ZHL-4240W amplifier. Using the USRP, we generate a sine wave at different amplitude, frequencies, and emission power. A thermocouple breakout board relays the sensor data to the an Arduino Uno, capturing and storing the temperature data. We tested two different types of breakout boards, with differing amplifier models: (1) the SparkFun Thermocouple Breakout board with the amplifier MAX31855K, and (2) the Adafruit Breakout board with the amplifier AD8495. Both the Arduino and breakout boards were protected by a metal box to ensure our results were not skewed by noise injected on the digital circuits. We collected the temperatures and voltage changes under injected EMI in the 300 MHz -1 GHz range at different distances and transmitting power.
Sensor Analysis. Fig. 7 shows the DC offset calculated for both a K-type unshielded (KUT) and shielded (KST) 1 meter-long thermocouples at various distances on the Spark-Fun Thermocouple Breakout board. Fig. 8 shows the same experiment using the Adafruit breakout board.
Spoofing Attack on Thermocouples. Attackers that have capabilities to deliver EMI to the target thermocouple sensor several meters away or from an adjacent room, can spoof the sensor to output arbitrary, attacker-chosen, temperature values. Our experiments demonstrate the spelling of the word "HI" over the output signal ( Fig. 9 ). To achieve the manipulation of the thermocouple output signal we use an AM EMI signal. Assuming a sinusoidal carrier signal c(t) = A(t) sin(2π f t), with A the amplitude of the signal, t the time, and f a frequency that induces a DC offset according to the resonant frequency analysis. We vary the amplitude A over time, according to the desired words.
Attack Limitations. To perform a successful modulated attack, the adversary needs to know a frequency that can induce a large enough DC offset, and the capability to regulate the power of the transmitting signal accordingly. An attacker can control the output signal of the thermocouple in a relative manner, depending on the amount of DC offset induced, the distance from the transmitting antenna, and the power of the radiating signal.
RTDs
We test both a shielded and an unshielded PT100 RTD sensor connected to a MAX31865 amplifier breakout board. The amplifier is powered by the +5V power supply of an Arduino Figure 8 : Results of remote EMI injection experiments on thermocouples connected to the AD8495 amplifier. We sweep through 300 to 1000 MHz and record the induced temperature change ∆T (top). We measure ∆T at 0.6 m with different power (middle). We measure ∆T in different distances with an emitting power of 32 dBm (bottom). Figure 9 : Spoofing attack on a shielded K-type thermocouple: spelling "HI". We demonstrate the possibility to control the output signal of a temperature sensor using modulated EMI at 1 meter distance from the transmitting antenna.
Uno R3. The output of the amplifier is acquired by the Arduino through the SPI interface and translated to the measured temperature by a program running on a laptop. First, we generate EMI signals with antennas and sweep the frequency from 10 MHz to 1.5 GHz, but could not observe an offset induced in the measured temperature. We theorized that the MAX31865 amplifier was more susceptible to EMI with lower frequencies. We confirmed this by injecting EMI signals directly into the terminals of the MAX31865 board connected to the RTD. As shown in Fig. 10 , by sweeping through 0.01 to 10 MHz, we find that EMI at 0.6 and 2.3 MHz are the most effective to increase and decrease the measured temperature respectively. The amount of the induced temperature change is approximately proportional to the power but it stops to grow when the induced voltage is reaching the maximum voltage range.
. Figure 10 : Results of DPI experiments on RTD connected to the MAX31865 amplifier. We sweep through 0.01 to 10 MHz with an injection power of 4 dBm and record the induced temperature change (left). The relationship between the amount of the induced temperature change and the power of directly injected EMI (right).
Evaluations on Temperature Sensing and Control Systems
In this section, we evaluate the attack and discuss potential risks on real-world temperature sensing and control systems.
Attack Overview
In EMI attacks against real-world temperature control systems, several factors need to be considered: (a) Shielding.
Attacks on devices that are tightly shielded by metal panels could require a relatively large transmitting power or a close attack distance to succeed. Devices without effective shielding or devices that demand a high accessibility during the operation might be more vulnerable attack targets. For instance, an infant incubator cannot be fully shielded during its operation. The large control panel, long external sensor wires used in infant incubators can also make the circuits more susceptible to our attack. (b) Attacker's capability. The attack effect would depend on the attacker's capabilities to generate EMI signals with enough transmitting power or to find a proper position to launch the attack. (c) Prior knowledge or real-time feedback. The adversary would need prior knowledge of the system or certain types of real-time feedback from the victim device to guide the attack. Attack steps when the adversary with prior knowledge of the victim system could be: (1) Preparation. Before the real attack, the adversary could select a proper position to launch the attacks. Depending on the attacker's capability, he/she might be able to launch the attack in proximity, in adjacent rooms, or a certain distance in the open air away from the victim device. The adversary can study the behavior of the victim system or an identical system under attack and get a temperature offset measurement. (2) Attack. When the victim system is in operation, such as when a newborn is kept in the infant incubator, the adversary can generate EMI signals in specific frequencies based on the previous analysis, and manipulate the amount of the induced rectification effect by controlling the EMI power. When it is not feasible to test an identical device before the attack, the adversary could still carefully select a proper position to launch the attack, but he/she would need certain kinds of feedback during the attack to ascertain the attack effect. The feedback can be either the temperature sensor measurement or the control decision made by the victim system. For instance, an adversary can observe the temperature display in the victim device, listening to the actuators, or monitoring indicator lights and power consumption of the device. A coattacker or a monitoring device can help monitor the sensor data or the control decision made by the system. In this situation, the attacker can adjust the frequency and amplitude of EMI signals based on the feedback of the system.
We summarize the results of our attack experiments on closed-loop temperature control systems in Table 1 . In our settings, the maximum EMI power is 35 dBm. We use a ZHL-4240 amplifier that has a 40 dB gain in the range of 10 MHz to 4.2 GHz [4] . We use a directional antenna to emit EMI with frequencies above 300 MHz, and an extendable dipole antenna for frequencies below 300 MHz. We record the maximum increase or decrease that can be induced in the temperature measurement and corresponding EMI frequencies with an attack distance of 0.1 m. We measure the maximum horizontal distance between the tip of the antenna and the target device that a temperature change of 0.5 • C can be induced. For the Inkbird ITC-100VH and ITC-100RH controllers, the manipulated temperature can exceed the maximum temperature range of the device at an attack distance of 0.1 m. We estimate the maximum distance for these two devices based on our indoor measurements and the relationship between the induced temperature change and the attack distance (From Equations 1 and 2, we have ∆V DC ∝ 1 D 2 ).
Infant Incubator Case
Infant incubators provide special care to infants born prematurely, and help them keep a proper body temperature. The temperature control system in the incubator maintains its 530tuv 539wxy 528z{| 508}~ 512 554 ¡ ¢ £ ¤ ¥ ¦ § ¨ © Figure 11 : Maximum increase/decrease in the skin temperature measurement that can be achieved by EMI attacks on the infant incubator with different attack distances (left). Induced changes in the skin temperature measurements with different emitting power at an attack distance of 0.2 m (right).
Neutral Thermal Environment (NTE) by operating in two modes: skin servocontrol mode (skin-mode) and air temperature control mode (air-mode). The skin-mode is designed to maintain the neonate's abdominal skin temperature constant, whereas the air-mode is based on the control of the circulating incubator air temperature [18] . The simplest way to achieve a thermoneutral environment is to maintain a constant abdominal skin temperature between 36.0 • C and 36.5 • C, in the skin-mode. This range minimizes the number of calories needed to maintain normal body temperature and reduces the risks of cold stress and overheating [13] . Usually, NTC thermistors are used to monitor the skin and air temperature in the incubator system.
Experimental Setup. We conduct our attack on an Airshield C100 incubator. The chassis of the incubator is shielded with aluminum. However, the control panel, indicator lights, and displays on the chassis are less protected. There are also air circulation holes on the top of the chassis. The system has four NTC temperature sensors in total -two auxiliary sensor probes and two internal sensors [1] .
In skin-mode, the system regulates the temperature based on the feedback of one of the auxiliary temperature sensors attached to the infants skin. The system would sound a hightemperature alarm if any of these sensors detects a temperature higher than 38.5 • C. It is possible to remotely inject EMI signals by aiming at the sensor wire through the hood assembly, or at the chassis of the infant incubator. In our experiments, we find that it is more effective to aim the EMI signals to the front control panel or the top of the chassis. Both the skin and air temperature sensor measurements can be manipulated by the attack. However, the amount of induced change is less in the air temperature measurement than in the skin temperature. As shown in Fig. 11 , we measure the maximum increases and decreases that can be induced in the skin temperature measurement with various attack distances and EMI power. During the experiments, the incubator is functioning in the skin temperature mode. We place the directional antenna in front of the incubator and aim it to the control panel of the incubator.
Heating Attacks. An adversary can decrease the measured skin temperature and trick the incubator into overheating. The automatic high-temperature alarm activates if any of the sensors detects a temperature higher than 38.5 • C. Therefore, an attacker can induce the system to reach the maximum temperature of 38.5 • C remaining undetected. This excessive temperature can result in hyperthermia in newborns with consequent dehydration, lethargy, hypotonia, etc. [8] .
With an attack distance of 2 m in the open air, an attacker can decrease the measured skin temperature by 1.8 • C (Fig.  11 ). An attacker can also launch the attack from an adjacent room. In our experiments, the infant incubator is placed 0.1 m away from a wall that has a thickness of 15 cm. With the wall between the adversary and the incubator, the adversary in the adjacent room can decrease the measured temperature by 4.5 • C with an attack frequency of 855 MHz. The system trying to compensate for the induced temperature change is tricked to heat up and increase the cabin temperature.
Cooling Attacks. Compared to heating attacks, cooling attacks can remain completely undetectable, since there is not an automatic alarm that activates if the cabin temperature drop below a specific threshold. With an attack distance of 2 m in the open air, an attacker can increase the measured skin temperature by 4.2 • C (Fig. 11 ). With the same setup of the heating attack, an attacker in the adjacent room can increase the measured skin temperature by 3.4 • C. As a result, the temperature control system in the incubator would be tricked by the malicious temperature measurement to cool down. The newborn would likely get hypothermia when its auxiliary temperature drops below 36.3 • C or below 36.5 • C. In this case, the newborn is at a greater risk of heat loss, such as decreased subcutaneous fat, poorly developed metabolic mechanism for responding to thermal stress (e.g., no shivering), and altered skin blood-flow, etc. [8] .
Preset Temperature Alarm. An attacker can also avoid triggering the preset alarm of the incubator. The preset alarm actuates if the baby or air temperature fluctuates from the selected preset temperature. In particular, if the difference between the measured and preset temperatures is larger than 1 • C. For instance, in the heating attack experiments, the attacker can increase the EMI power slowly, maintaining the difference between the measured and preset temperature less than 1 • C. The time necessary to slowly change the temperature is less than 8 minutes. Nurses usually check the infant's skin temperature of the newborns every 30 to 60 minutes [12] . An adversary can exploit this interval to pursue the attack without being detected.
Observations. The goal of the above experiments is to investigate potential consequences in critical healthcare systems induced by our attacks on temperature sensors. We demonstrate that attackers can maliciously control the system to heat up or cool down with intentional specific EMI signals. The maximum distance for an adversary to induce a change of 0.5 • C in the skin temperature measurement is 6 m. We also demonstrate that an adversary in an adjacent room can attack the system without been detected. Since temperature control systems are usually stationary during the operation, an adversary can carefully select a proper attack position to launch the attack.
Because of accessibility issues, we are not able to conduct experiments on more types of infant incubators. The susceptibility of a system to the rectification effect depends on the design of the system and components used in the signal conditioning circuits. Manufacturers of infant incubator suggests to keep the device at a distance of at least 3.68 to 7.37 meters from an EMI source that has a power of 10 W [10] . However, this provision might not be easy to be carried out effectively in practice especially when considering intentional attacks launched from adjacent rooms.
Industrial and Laboratory Applications

Industrial Thermal Chambers
An attacker can affect temperature sensors that are used in delicate industrial and biological processes. For instance, thermal chambers can be used to conduct specified environmental tests on biological items, industrial products, materials, and electronic devices and components. Failure in controlling the temperature can lead to severe consequences, even permanent damage or disruption of the parts under test. For such systems the monitoring of the temperature is vital to the usefulness of the system, which makes them a potential target for our EMI injection attack. Figure 12 : Temperature variation of the thermal chamber and user probe sensors induced by the injection attack at 5 cm distance from the chamber monitoring window and temperature offset at an increasing distance during injection attacks at 686 MHz and 1.3 GHz.
Experimental Setup. We conduct our experiment on a Sun Electronic Systems EC12 temperature testing chamber, intended for automated test systems and laboratory applications [7] . The metal chamber uses vertical air flow with convection style heating and has two K-type thermocouples, one hidden behind the control board panel devoted to the control of the internal temperature of the chamber, the second one (the user probe) devoted to direct monitoring of critical temperatures on the device under test or certain areas inside the test chamber. The EC12 model supports a mechanically adjustable temperature thermostat, and allows to set upper and lower temperature limits alarms. To perform the attack we use the setup described in Section 5.1. In our test we inject sinusoidal EMI signals from a frequency range of 550 MHz to 1.6 GHz, at a strength of 35 dBm using a directional antenna pointed in the double-paned glass window of the chamber. We maintain constant the temperature of the chamber at 30 • C, then we turn off the heater circuit breaker during the test, to measure the temperature offset only generated by the attack.
Results and Observation. We monitored the temperature variation both of the thermal chamber and the user probe. Despite the sensors were been in different locations of the chamber, and the one responsible for the chamber temperature control was protected by a metal internal panel, the injection attack cause simultaneous effects on both (Fig. 12) . We tested the injection attack in a distance range varying from 1 m to 2 cm. The ∆T Max increases slowly until a distance of about 30 cm (∆T Max = 0.2 • C at 1m; ∆T Max = 0.5 • C at 30 cm) when the sensors enter in the radiative near field of the antenna, then sharply increase to ∆T Max = 2.88 • C at 2 cm around 686 MHz, ∆T Max = 3.35 • C around 1.3 GHz (Fig. 12 ). Figure 13 : Maximum increase/decrease in the temperature measurement that can be achieved by EMI attacks on the hybridization oven (left) and the incufridge (right) with different attack distances.
Laboratory Thermal Chambers. Laboratory chemical or biological processes have very high requirements on the environmental temperature. Devices with temperature control systems are widely used in critical chemical, biological process control in laboratories. An attack on temperature sensors in laboratory process control systems might alter the properties of the generated chemicals, proliferate or reduce the number of specific microorganisms that are sensitive to temperature.
The Revolutionary Science RS-IF-202 incufridge can be used to refrigerate or incubate specimens and other temperature sensitive materials. The incufridge can store heated or refrigerated samples in laboratories and accurately holds a temperature from 5 to 65 • C [6] . The incufridge has an internal temperature sensor and is well-shielded with metal panels. However, it is possible to manipulate the measured temperature and spoof the system by pointing the antenna to the control panel in EMI attacks. The maximum attack distance is 0.6 m to induce a temperature change of 0.5 • C.
The UVP HB-500 hybridization oven accurately controls the temperature of samples in the hybridization or washing process, enabling consistent saturation of sample solutions. It has an internal temperature sensor, but the front and top panels of the device are unshielded, making the device more susceptible to EMI than the temperature testing chamber and the incufridge that we have tested. We summarize the attack results in Fig. 13 .
A simple way to attack temperature-based lab process control devices is the cooling attack. For instance, an adversary at 0.1 m away from the hybridization oven can increase the measured temperature by 42.4 • C. As a result, the spoofed temperature control system might not heat up at all and the samples would be exposed to the room temperature, making any temperature-sensitive process ineffective. Similarly, an adversary can also try to intensify chemical processes by decreasing the measured temperature and tricking the system to heat up.
3D Printers
An attacker can disrupt a 3D printer's work by using EMI interference on their extruder. A 3D printer's extruder is the component responsible for heating and expelling the building material (filament). The control system of an extruder uses temperature sensors (such as thermocouples and thermistors) to constantly monitor and adjust the temperature of its heating chamber. During the building process, the heating chamber temperature must be kept within a certain tolerance dependent on the filament to ensure the quality of the build and to prevent a buildup of filament [21] .
Experimental Setup. We performed the EMI injection attack on two different extruder models: the MakerBot Smart Extruder, and the MakerBot Smart Extruder + (Plus). We installed these extruders onto two identical MakerBot Replicators 3D printers. Both the two models use K-type thermocouple sensors. To perform the attack we use the setup described in Section 5.1. During the course of the frequency sweep we monitored the printer by observing the extruder temperature on the 3D printer's display. Note that we do not turn on the extruder heating/cooling cycle to prevent damage to the heating chamber. We wait until the temperature of the extruder naturally reaches the equilibrium at room temperature (23 • C). Then, we injected sinusoidal EMI signals from a frequency range of 400 MHz to 1 GHz, at a strength of 35 dBm using a directional antenna.
Results and Observation. This test subject the system to sinusoidal EMI signals at increasing distances. We were able to detect temperature changes with our transmission setup at the maximum distance of 25 cm. During the test we observe two main effects. First, on both extruder models at 400 MHz the attack caused that the user panel shows the extruder temperature as zero. Even upon reloading the extruder monitoring system, the displayed temperature remained zero (Fig.  14 a) . When we started the "preheat" functionality, the device displayed an error: "Your Smart Extruder has been disconnected" (Fig. 14 b ) . When we attack the Smart Extruder Plus at 1 GHz, we were able to increase the perceived temperature of a maximum of 10 • C compared to the baseline temperature ( Fig. 14 c ) . In this last case the system did not give any error messages or indication in the user panel that the measured extruder temperature suddenly changed. Due to this an attacker would be free to manipulate the temperature of the extruder without being detected.
Other Appliances
We test an aquarium heater, a soldering iron, and several temperature PID control modules. During the experiments, the temperature probe of the Hygger HG-802 aquarium heater is immersed in the water and attached to the inner side of a glass tank. An adversary can decrease the temperature measurement and trick the controller to heat up the water by 9 • C with an attack distance of 0.5 m and EMI signals at a frequency of 217 MHz. We also show that the temperature sensor of the Weller WESD51 soldering iron can be manipulated to control its actual temperature.
We test three commercial PID control modules: the Inkbird ITC-100VH, ITC-1000F, ITC-100RH, equipped with different types of temperature sensors. They can be used in various IoT applications to measure the temperature of a specific environment and control a heater to regulate the temperature. These devices are usually poorly shielded and can be susceptible to adversarial control even at an attack distance of 10 m (Table 1) .
Countermeasures
Usually manufacturers implement filters to reduce external and internal electromagnetic interference that can induce the rectification effect, such as common-mode or differentialmode filters on the amplifier input [39] . However, as we demonstrate in our work, out-of-band EMI can induce AC signals that bypass generic filtering and be internally rectified through the amplifier input, output, or power supply pins. Although EMI defenses are known and some are already applied to critical applications [55] , consumer electronics are less protected against malicious attacks that affect temperature sensors. In this section we discuss and simulate several passive and active methods to detect or prevent EMI effects on temperature sensors.
Hardware Defenses
Traditional hardware defenses can take various forms according to the level of mitigation adopted and cost/performance limitations.
Shielding. Designing short shielded wires between the temperature sensors and amplifier inputs is a good practice to avoid long leads acting as antennas and picking up electric interference. However, the interference induced by the antenna can become normal mode at the point where the cables are connected to the circuit. This happens because of the difference between the terminal impedance of the cable and the terminal impedance of receiver circuit [52] . In this case, a mitigation of the attack consists in adding terminating resistors to the contact points. EMI/RFI enclosures can also be used to block interference. However, openings in the shield are often required to accommodate switches, connectors, indicators, or to provide ventilation. These openings may compromise shielding effectiveness by providing paths for highfrequency interference to enter the circuit board [37] . Moreover, it requires a careful thermal modeling of the system [34] . Another approach consists in sensor shielding when the temperature sensor needs to be externally exposed. In this case, shielding is only effective against interference if it provides a low impedance path to ground. However, some data acquisition systems require the temperature sensor to be grounded, such as thermocouple or RTD probes used in industrial processes [42] . When both the shield and temperature sensors are grounded, a ground-loop current can appear to the amplifier input terminals due to the difference of potential developed between the sensor ground and the amplifier ground connection [14] . When the EMI injection induces common mode noise, the interference can pass through the ground of the shield, creating a ground-loop current that can potentially generate the rectification effect. Some technique can reduce but not eliminate the phenomenon, such as making the shield connection to ground as close as possible to the sensor connection to ground, or use only the ground terminal of the amplifier to connect to the shield and not connect the shield at the amplifier end.
Active and Passive Filters. In case of op-amp and in-amp, manufacturers apply low-pass filters at the amplifier input pins reduce the EMI signal energy from the input lines. In IC temperature sensors that use an inverting op-amp (e.g., LM35), a filter capacitor is placed between equal value resistors, while in IC temperature sensors (e.g., LM335) that use non-inverting op-amp, the filter capacitor is directly connected to the op-amp input. Precision in-amps in RTD and thermocouples sensors use two low-pass filters to suppress common-mode signals in each input lane and one capacitor to suppress differential-mode signals between the two amplifiers input terminals [5] . These filters are not sufficient for a complete mitigation due to the lines asymmetry and frequency range with respect to our injected interference. For example in thermocouples, the asymmetry between the lines is exacerbated due to the two different conductors tied together. For these reasons, high precision temperature instruments contain additional isolation circuits and active lowpass filters connected to the amplifier input terminals to isolate the field-side and system-side circuitry [3] . Another protection method uses a composition of instrumentation amplifiers: three in-amps, two of these correlated to one another and connected in antiphase [30] .
Choke-based filters can be also used as alternative for inamp input filtering [30] . Despite the good noise suppression, the materials used for the inductance cores can heavily affect the filter performance for high frequency EMI, making the system vulnerable to injection attacks [54] .
Amplifier outputs also need to be protected from EMI/RFI, since the interference injected on an output line couples back into the amplifier input where they are rectified and appear again on the output as a DC offset. An RC filter and/or a ferrite bead in series with the amplifier output are the simplest and inexpensive solutions to reduce the DC offset. However, for temperature systems, the output filtering is often limited to the line frequency and its harmonics (50 Hz/60 Hz) due to the interference noise generated when systems operate from the mains power supply [20, 35] .
Software Defenses
Current temperature control systems use multiple sensors to continuously monitor the thermal state of different measurement points or as multiple temperature reference values [5, 24] . In critical infrastructure sectors such as energy and healthcare [29, 40] , redundant sensors are used to generate time-dependent estimates of the critical points. In our experiments we demonstrate how similar temperature sensors physically close to each other are affected by similar attack effects (as long as they are in the interference beam area). Sensor fusion techniques might be used to combine data from different sensors in order to produce the best estimation of the true state of a system and decrease the system's dependence on a single sensor [28] . In systems that rely on temperature sensors, literature provides various software countermeasures based on sensor fusion [31, 33] . Sensor redundancy and sensor fusion significantly increase the effort the adversary must use to overcome the defenses. However, implementing sophisticated sensor fusion techniques remains arduous in large-scale consumer electronic devices.
Hardware Anomaly Detection System
For critical applications where it is not possible to implement complete shielding, or an effective mitigation filtering of the system and the sensor(s) -such as incubators -detecting the presence of attack attempts becomes crucial for the verifying and maintaining temperature data reliability. A detection circuit can be used as a trigger for emergency measures -such as activating a safe mode where the system restricts its reliance on sensor data. To defend against EMI on Cardiac Implantable Medical Devices (CIED), Foo Kune et al. [32] pro-posed a cardiac probe to cross-check whether readings from a cardiac signal coincides with the expected values. Wang et al. [53] proposed an additional microphone to detect resonating sound that can affect MEMS gyroscopes. Based on our results, an effective defense for temperature-sensor-based systems that maintains the reliability of the temperature data should account for the frequencies that can induce a rectification effect in the amplifier output signal. Based on this frequency analysis, manufacturers can modify the design of their system to detect and react to attacks in the frequency bands of RFI/EMI signals. We propose a hardware anomaly detector able to identify malicious signal and provide feedback about the reliability of the measurement data.
Design of the Anomaly Detector. The EMI signal generated by our attack can appear in many different points close to the amplifier where isolation circuitry and filters don't properly block the high frequency signals. A detector that can measure these signals can be implemented by connecting a low noise amplifier (LNA) and a band-pass filter to the points (such as a trace or wire) sensitive to the malicious signal ( Fig. 15 ). By adopting the superheterodyne technique typical of AM receivers [49] , the EMI frequency bands that cause significant DC offset variations can be down-converted to an intermediate frequency (IF). Down-conversion can be achieved by using a mixer and local oscillator. As a result, the use of this technique allows for a "tunable filter", which we can utilize for a tunable detector. Once the signal is digitally converted, amplitude and phase information of the malicious signals at the intermediate frequency can be then analyzed by the processor: (1) providing feedback on the temperature data reliability, (2) allowing the estimation of the measurement error, and (3) compensating it at the software level. The detector can be periodically activated when a temperature measurement is required. A variable oscillator can be used to select multiple vulnerable frequency bands.
Simulation Model and Evaluation. We simulate the detector against attacks on thermocouple sensors of the same type used in the thermal chamber. In this simulation, our detector can detect signals from 550 MHz to 1 GHz -the range which major affected the sensor (shown in Fig. 7) . The simulation was designed using the Simulink environment [11] , and consists of an LNA filter with 50 dB gain 3-order Butterworth band-pass filter, followed by a mixer block to downconvert the simulated EMI frequency to an IF frequency of 400 MHz, and an IR filter for filtering the spectral image components. Then, a subsequent 3-order Butterworth IF filter block is followed by an IF amplifier block with 100 dB gain and a noise figure of 2.5 dB. An RF Blockset testbench was used to simulate the EMI injection attack at 35 dBm emitting power of the antenna in our experiments.
To evaluate our design, we use a Software-Defined Radio (SDR) RTL-SDR device [36] . We chose the Realtek RTL2832U chipset with the R820T2 tuner chip, able to detect frequencies from 500 kHz up to 1.75 GHz. An RF exposed connection, collocated with the temperature sensor breakout board, is followed by an RF filter and an LNA amplifier at 50 dB. A mixer with a local oscillator is used for the frequency transposition. The detector also uses Automatic Gain Control (AGC), where the gain varies with the available input power level. As a proof of concept demonstration, we successfully selectively detect a malicious signal at a 3 meter distance from the transmitting antenna, in open air, at a frequency of 503 MHz (corresponding to one of the major effective peaks in Fig. 7) . The signal is down-converted to 400 MHz (as shown in Fig. 15 ). By varying the local oscillators frequency, the detector can also isolate the other vulnerable frequency bands.
Discussion
Attacks on Other Sensors
Other sensing systems such as pressure sensors, and pH sensors can be also susceptible to our attack because the transducer signal of these sensors is usually weak and required an amplification stage similar to temperature-based systems.
Pressure Sensor. Scales use pressure sensors to measure the weight of an object. Sensor wires distributed inside of the device can make it vulnerable to EMI injection. We test a CGOLDENWALL high-precision lab digital scale that has an accuracy of 0.01 g, which can be used in jewelry, laboratory measurements. We are able to decrease the reading of the scale by 6.37 g at a distance of 0.5 m with an attack frequency of 685 MHz. We also test an Escali L600 L-Series High Precision Lab Scale. At an attack distance of 0.5 m, we can decrease the reading of the scale by 7 g, or increase the reading by 13.9 g with an attack frequency of 685 MHz. Using the same attack technique we show in this work, an adversary might spoof the weight of the goods when trading jewelry or metals.
pH Sensor. A pH meter measures the difference in electrical potential between a pH electrode and a reference electrode. We test an Apera Instruments PH700 Benchtop Lab pH Meter that has an accuracy of 0.01 pH. At an attack dis-tance of 0.5 m, we can increase the measured temperature by 0.42 with EMI injection at a frequency of 515 MHz.
9 Related Work EMI Attacks on Sensors. Analog circuits of sensors are especially susceptible to EMI. Various works show how is possible exploit different non-linearities of circuit components to cause sensors misreadings. Foo Kune et al. [32] showed that bogus signals can be injected into analog sensors such as microphones and electrocardiogram (ECG) sensors in proximity through low-power EMI. Their amplitudemodulated EMI attack method exploited the generation of subharmonics caused by the passage of high frequency signals through common circuit components (e.g. capacitors in the path between the microphones and the amplifier).
Recent studies [16, 43, 44] investigated intentional EMI attacks to modify the input and output signals of ADCs in microcontrollers. By triggering asymmetrical signal clippings in the Electro-Static Discharge (ESD) protection circuit, they showed that a DC offset can be caused by strong non-linear distortions [41] of the signal to bias the ADC input. They evaluated their attack by applying near-field EMI to an exposed circuitry consisting of a single infrared sensor connected to the on-board ADC of a Texas Instruments Tiva C microcontroller. However, to achieve the desired DC offset, an adversary needs to inject EMI signals with a large amplitude to exceed the input range of the ADC, which can be difficult especially when attacking circuits embedded in realworld systems due to attenuation of EMI signals or when the input range of the ADC is large. In addition, it is not clear how feasible the attack is and what security implications it has on real-world systems since the proposed attack was only evaluated on a simple exposed circuitry. [19] investigated the use of intentional EMI to disrupt sensor networks. Interestingly, while they did not intend to spoof the sensor output, they observed a decrease in temperature sensor reading during the experiments without explore the causality.
Different from these works, our work investigates how trigger the rectification effect in amplifiers using external EMI, and exploiting it to control the voltage level of temperaturebased control systems. We build a typical amplification circuit of temperature sensors and perform detailed analysis based on the results of our DPI and radiation experiments to study the rectification effect. We demonstrate the feasibility of the attacks on various real-world temperature-sensorbased systems and investigate potential consequences that can be caused by adversaries through intentional EMI.
Sensor Spoofing Attacks. Sensors have become pervasive in control systems and IoT. Systems inherently trust sensors to measure physical properties and make automated decisions. However, the physical properties measured by sensors can be spoofed by an adversary [17, 38, 45, 46, 57, 58] and the security of analog sensor signals before digitization has been considered as an increasingly important concern [26, 27, 47] .
Sensor spoofing attacks on critical medical devices such as a pacemaker and infusion pump were studied in [32, 38] . The works of [45, 46, 57] studied sensor attacks on automotive embedded systems to influence critical decisions made by the automotive system. [17, 48] investigated sensor attacks on unmanned aerial vehicles (UAVs) to affect their movements.
Conclusion
Closed-loop control systems rely on sensors to make decisions. This work investigated EMI attacks on amplification circuits of temperature sensors in different kinds of temperature control systems including critical medical devices and devices used for industrial or laboratory process control. We showed how adversaries can trick the system to heat up or cool down by controlling the temperature sensor data with carefully crafted EMI signals. We investigated possible attack scenarios and demonstrated potential safety risks that can be caused by the attack.
Designers of life-critical systems such as infant incubators are supposed to minimize the attack surface. We suggest different defense methods, both hardware and software-based that can increase the difficulty required to successfully perform the EMI injection attack on temperature sensors. For temperature-based critical applications, we propose and measured the effectiveness of an hardware-based anomaly detector that can identify malicious EMI signals and provide feedback about the reliability of the measurement.
